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IN THE SUFERIDR COURT OF THE STATE OF ARIZONA

IN AND FOR THE COUNTY OF MARICOFA

THE STATE OF ARIZONA,
Plaintiff,
va.
JODI ANM ARIAS, TR 2008-031021-001

MOTICN TC FRECLUDE WITHESS
{REFERRED TCO AS PSEUDONYM)

Defendant .

(Assigned to the Honorable
Sherry Stephens)
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The 3tate of Arizona, by the undersigned Depoty County
Attorney, requests that the witness whe will be asking to testify
under a Poeudonym (hereafter “Pseudonym™) be precluded as a
witness in this trial.' Pseudonym is one of the individuals who
completed a large porticen of the eaxamination of the wictim'a
Compag Presaric laptop and its hard drive,

The State made an oral motion prior to the holiday recess

asking the court to order the intercview of Pzeudonym and another

' Dafomsa ocounsel has raquested that the witness' name not be used in any
pleadings or procecdings and instesd asked that this dndividual be referred to

naing A paodcnym.
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individual. Defense counsel cbjected arguing that they wers not
witnesses who would be testifying at trial. The court indicated
that it was inclined to order them to submit to an interview
citing Rule 15.21{g), Ariz.R.Crim.P. and asked the prosecutor To
submit the request in pleading form.

By pleading filed December 22, 2014, the 5tate requested that
the court order Pseoadonym and the other indiwidual submit fto an
interview., The State’s reguest is currently pending before the
court.

By electronic correspondence sent on New Year®s Eve, December
31, 2014, at 4:47 p.m. defense counsel Laurence Nurmi indicated

that these two individoals would be available for an interview “on

Japuary 2, 2014 i{oie), after Mr, MNoumcister’s interview ip done.”

He failed to inform the State that they would now be called to
testify at trial.

By o-mall sent on Friday, Januvary 2, 2015, at 4:57 p.m.
defense counsel Laurence Nurmi contradicted his earlier statements
to the court and indicated for the first time that 1t was his
“intent that [Pseudonym] will be our firat witness when we
return.” Prior to the holiday recess, defense counsel indicated
to the court and prosecutor that his first witness on Monday,
Januacy 5, 2015 would be Bryan Neumerster.

The interview of Bryan Neumsister was conducted on Fridag,
Jammary 2, 2015 beginning at 10:00 a.m. Defense counsel falled to

notify the prosecutor that he had changed his mind and Neunelister
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would ne longer be called on Monday. He alse failed to inform the
prosecutor during the approximately four hour Interview that
Pseudonym would be called to testify first on Menday. During that
game interview, oco-counsel Jennifer Willmott confirmed to the

prossecutor that HNeumeister was the only withess scheduled o

testify on Monday.

In his interview on January 2, 2013, WNeumeister f&?ﬁaled that
hiz “basia thing is doing audio, wideo, and photography.” January
2, 2018 Transcript, pags 139, He also corrected his evidentiary
hearing testimony of November 21, 2014 and December 4, 2014, and
sxplained that most of the hard drive analysils was performed by
either Pseudonym or the other i_l'tdi'ul'imlal.

2. Thiz io your information. That i yeu -
that ia what your training has tawght you if
a file is zerced out, and then you are glving
me the description of what you beliewe it is.
In other words, when a file is =zeroed out,
you are telling me that you don't have a
timestamp on it; right?

A. Correct.

0. You den't know when 1t was deleted?

B. That'as correct,

£. What else don't you know?

A. That would ba more in [Pasudonym’s]

ballpark than mine.

Janwary 2, 2015 Tranecript, page 83.

0. o©Okay. That i=s — that is what you think
vou woere Calking about, okay.
The June 19, 2008, incident—

A. Okay.
1. - = what did you do with regard to that?

A. I saw on a timeline that the computer had
been fired up.

Q. “Fired up” meanz what to you?

A. Turned on.




Q. OQkay.

A. And then I called [Psendonym] to take a
loock at 1it.

Q. Okay. When you aay that you zaw it was
fired up, what did you find, besides that it
had been turned on?

A. That - well, according to [Peseudomym] -
again, I went to [Pssudenym] with it. He -
he would have to testify to it basically.

January 2, 2015 Transcript, pages 127-124.

A, B0 onee - once you fire it back up, it
is going te change again. Depending on what
updates were inatalled means - you have to
aak [Pseudonym], but whatever updates were
installed, it iz going to change wvarious
paramaters.

January Z, 2015 Transcript, page 130,

. And how was the compubter turned on on that

day?

B, I don't' know. You will have to ask
[Taeudanym] .

Q. How was it turned off?

A. 1 don't know. Yo will hawe to ask
[Feeudonym] .

0. You know you testified as to how it was
turned off,
A. I think I testified it was a hard

shutdown,

. Okay, yeah. hnd did you get  that
information from [Pseudonym]?

A. Yeah.

Janwvary 2, 2015 Transcript, pages 131-13Z.

Q. Okay. And the times — where did you get
the times that you testified about?

B. From [Psecdonym].

Q. S0 all of the times that you got ware
from him?

h. That's correct.

January 2, 2015 Transcript, page 132,




., And the first item that you turned over

waz - was an E01 file, though, wasn’t it?

A. If it was, then it was made by

[Pseudonym] , because I didn't do an E01 file.

0. Okay. S0 if we hawve an EQ0L f£ile,

[Peendenym] made b7

A. Yeah, because I didn't do an EOL file.
Januwary 2, 2015 Transcript, page 137.

A Malware 1ls mainly software that is used
to track what you do and -

Q. Who puts it out there?

A. 0h, all kinds of different companies cdo.
T mean, it is geoing to be all different
Ieasons . But, again, what I did was detect
what was there, or [Pseudonym] can break down
sach one. All of these - all of these things
have been reversed engineered, and he has
helped reverse engineer a lot of these
things.

Japuary 2, 2015 Transcript, pages I44- 145,

f, When you say “redirecting,” what are you
talking abouk?

A, Well, there iz different kinds of - and
again, I would =xather have [Peeudonym]
explain these things, because he can actually
do a better job of it than I can.

January 2, 2015 Transcript, page 145.

0. ©kay. The Smitfraud, what iz that virus
azsociated with?

A. Smitfrawd is a wirus that —- again, 1T
would rather [Peseudenym] explain it, but the
tough part about of Smitfrand is you can't
get rid of it without geing into safe mode.
in other words, wyou need to come out of your
normal operating system and activate that
computer in  a safe mode to  eliminate
Smitfravd. It is & tough virus.

January 2, 2015 Transcript, page 147.
A, I think thera are 22, or something liks

that. Let me see, 23,
0., Bnd Spybot 5 & D, when was that installed?
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A. ¥You would have to ask [Pseudonym]. I
don’t know. T just made a list of everything
and turned it over to the guys.

January 2, 2015 Transcript, page 149,

A. Well, DLL files, for example, dynamic
link libraries, In other words, it controls
what links to what. Anything -- for example,
on a computer, peopla think, okay, there i=s -
- you know, with the internet, for example

there is like on hiatory file. You know,
like one history. There is actually very
many. But they will ke in the registry in
different places. 8o there might be 20

different files., Even though you deleted a
few, you might still find stuff in another
file. S0 these privacy swoepers, for the
most part, are pretty good at cleaning off
any kind of traces of what you've done,
because of a lot of these also —— like, sSome
of these privacy things also, when they take

off your internet history or your history.dat
£ilco, they aloo ghred thoem, which makes tham

not really recoverable.

2. Okay. Can [Pseudonym] recover them even
though they have been shredded?

B. You would have to ask him. Some things
can be recovered. If you know what type of -
= what type of shredder was used, it could be
reverse engineered, but you would have to ask
him.

January 2, 2015 Transcript, pages 151-152.

2. How about wvisiting an internet =ite? Does
it alwayes go to the registry?

A. Ho, not alwavs.

. How does that work?

A. It can go to the history.dat file. It
can go to the registry if it was part of --
you know, again, you are going to have to ask
[Pseudonym] the specifica of that. But it

depends on Lhe program. I mean, most files
are golng to —— 1f you install a program, You
are gnoing to =see tracea of it in the
registry.
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2015 Transcript, pags 1532,

B. Yesz., 0Or entered it with a pen. Basically,
it has to be manually entered. It can't be
brought in by another program.

. Rnd that work involwving that was done by
somebody else, nol you?

A. That was by [second individual].

. Okay. And did [Pseudonym] do that work,
or not? Which one was manually entered in ——
A, Actually --

. Go ahead.

A. Actually, [Psendonym] is working on that
right oW . He is verifying [aecond
individual’s] work. And we are basically
looking down to certaln files te see how they
got there.

2015 Transcript, page 1535.

A. Ewverything — everything =- everything
from the inception of the computer from when
2. Purchased?

A. Yeah. Duilt to June 197

. 20087

A. TYeah.

. Was what, shreddesd?

L., I donft know. ¥You will have to ask

[Prandonym] . It 1= not thersa. Put it this
way, there is no record of anything prior te
that in the history.dat file.

2015 Transcript, page 156.

(. From purchase te June 1°%, I understand
that. And how do  you know that it was
shredded if it is not there?

A. Well, you would have to ask [Pseaudomym].
I don‘t know if it was shredded, It was
deleted, It is not there. 1 mean, you can’t
have a computer without a history.dat file
unless you delete it. Everything you do in
your computer is  geing e ge  in the
history.dat file,

2015 Transcript, page 157.

Q. Mo, from purchase to June 17t of zO03.
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A. Mo, but from the history file is gone.

Q. In other words, there isn't any?

A, Bs far as -— as far as the browser that
I'm looking gt, no. Again, there ls 23 cr so
different history files on there, 50 you need
to zsk [Pseudenym] about that. I Just went
by searching for porn sites. I didn't go
through every last piece of stuff,

Janwary 2, 2015 Transcript, pages 158-1358,

Q. There is 94 porn entries from that time
to —

A, Yes.

¢. When is the first one?

A. I don't have the dates, I just have the
filea. [Psaudenym] can give you the dates.
But these are manually .- manually typed in.
In other words, these wers searched. Words
wers typed in, and these things came up from
the searches.

January 2, 2015 Transcript, page l6i.

2. What wos thoe shutdown on June 10 oF 0087
B. It was a normal shutdown.

g. It was a normal shutdown on June 10,
you' ve got.

And whe do vou get that from?

E. [Pseudonym] .

January 2, 2015 Transcript, page 161.

0. Well, there is a difference between being
traced porn and actually somebody golng to
the porn site.

A. Well, no. There iz also —= if you look
at that report, the people -- it was
dofinltely searchad and viewed.

Q. And that report that is there; right? And
this is after Jun= 1 of 2008; right?

AR. HNo, no. That is actually stuff that was
viewed throughout  the  history of  the
computer. and, again, [Peeudonym] can go
through that stufll.

Januwary £, 2015 Transcript, page 162,




January 2,

(R What are wou saying 1s, his report
generally, it includes times that - where
porn was viewad before June 1 of 20087

A, Teah. It should — it should have
everything that is -- was ever dons on that
computer as far as -— except for deleted

files. But he would be able to Cell you --
[Psaudonym] would be able to tell you exactly
what files were wviewed from the computer.
Baocause these weren’t downloads. Thase waoe
things that were wyou went te the internet and
you watched them on the internet, unless you
downloaded the Zlch plaver, which, wyou know,
is mayving veu need to watch this with this

player.
. 4o what you are saying 1s that we are
looking at the Zlobh player as a —— and, then,

that iz where we are getting the information?
A, Ho.

Q. Ho? .

A. You are going to have to ask [Pseudonym],
again, on that, because he sald there is
plenty of indications that these sltes were
viewed rather than Jjust -- they were actually
viewed from the computer.

2015 Transcript, page 163.

Q. S0 wou then went the first time. Then
you went a second time. Why did you go a
gecond time? '
A, The second time was to do a different
type of clone. T wanted -- the first time T
did, I AJust captured what was on there;
because I thought -- it was said there was no
porn. I didn't == most of the time when I
deal with the police department file, what
they say is on there is on thero. In this
cage, it was completely opposite of what they
gaid wasz on thera. S50 I wanted to get a
complete clone so I could lock for deleted
files.

o. Right.

5. And, then, [Pseudonym] went through that
clone, and he found owt there was 70,000
zeroed ocut files. 8o —

0. The first clene?

B. HNo.

Q. Your clone?

pe
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h. He, the second one. The onge that was
ocomplete raw data.

January 2, 2015 Transcript, page 163-164.

On Friday, Janvary 2, 2015 approximately 3 hours after the
interview of Neumelister was completed, defense counsel notified
the prosecutor that he was now calling FPseudonym as his first
witness on Monday instead of Neumelster. Although one day is
insufficient tine to conduct a meaningful interview and adeguately
prepare for cross examination, the State attempted te make it work
by reguesting that Pseudonym’s interview be scheduled for Sunday,
January 4, 2015 at 8:00 a.m.® Defense counsel instead scheduled
the interview for 10:00 a.m. pefense counsel’s refusal to

accommedate the progecutor’s request to interview Pseudonym at
g:00 a.m. did net provide sufficient time for a meaningful
interview and an oppertunity Lo obtain a transcript necessary Lo
prepare for cross examination prior to Psoudonym’s Cestimony
Monday morning.

The failure to allow the interview of Psewdonym to take place
prior to his trial testimony iz more egregious considering that a
report congisting of over 7,000 pages was disclosed on January 2,
2015 after HNeumelster’s interview. The State also needs to

Cinterview Pseudonym to determine his participation in the creation

of the report.

! The State had already schedoled a court reporter to attend the interview at
2:00 a.m.
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Therefore, pursuant to Rule 15.7(a), Ariz.R.Crim.P., it 1is
requeated that the court preclude Peeudonym from being called as a
witness at trial. Alternatively, the State reguests that the
court grant the relief sought in its motlen filed con December 22,
2014 and order that Pseundonym submit to a meaningful interview to

be conducted a week prior to his testimeony.

SUBMITTED this i day of January, 2015.

WILLIAM &, MONTGOMERY
MARTCOPA COUNTY ATTORMNEY

BY: fa/ f&g- &ff/)’)/

faf uan M. Hartjﬂaz
Dﬂputy County Attorney

Copy of the foregoing

mailedidelivered this
f day of January, 2015 to:

The Honorable Sherry Stephens
Judge of the Superior Court

Launrence Nurmi
2314 F. Osbhorn HEoad
Pheenix, Arirona 85016
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Y f;ﬁn M. MartifeZ

Deputy County Attorney

L1

prrm




